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) Immediately contact SV (at - ). SV 
will wor wrt you to answer the "who , what , when, how, ~I 
communicate these findings with OGG. 

• ( ) If you know that a targeted selector is no longer 
eligible or ectron collection , you must detarget it immediately--do NOT 
wait for confirmation from SV. 

( ) Prompt internal resolution regarding the facts is critical 
because rs o ,gate to report compliance incidents and changes in status within 
five business days to the DOJ and the ODNI. Failure to meet the notification deadline is 
itself a compliance incident. Therefore , you must inform SV of potential reportable 
events immediately and respond promptly to questions as SV and OGG investigate the 
matter . 

(U.4FOUG) If you have any questions, do not hesitate to call SV or OGG. 

(U) REMEDIATION 

) Depending on the circumstances of the reportable event , 
to ta e remediation steps . For instance, we may: 

• Immediately detarget selectors 
• Identify and purge data that turns out to be ineligible for retent ion and 

dissemination 
• Recall disseminated reports 

) NSA must account for any required purging and the final 
disposrtron o reports as part of its documentation of compliance-related events. SV, 
along with NSA's purge team, will work with TOPls to identify the material to be 
remediated. 

NSA's Minimization Procedures (Section 5) provide limited 
exceptions tot e requirement to purge data and recall reporting. Specifically , we may 
retain some domestic communications or communications related to a change in status 
under three circumstances: 

• To notify the FBI of a target 's presence in the U.S.; 
• If we obtain a Destruction Waiver ; or 
• For collection avoidance purposes. 

) Any of these-circumstances must be-carefally-coordinated 
requires status change in 
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(U) FBI NOTIFICATION 

) As indicated in Section 5 of the Minimization Procedures, if 
a domes 1c commurnca 10n (or communication that must be treated as a domestic 
communication) indicates that a target has entered the United States , NSA may tip FBI 
of that fact. NSA may also provide to FBI information concerning where and when the 
target was assessed to be in the U.S. NSA wou ld then place this communication on the 
Master Purge List (MPL) to restrict further use. 

(-hffh+n ) Absent a destruction waiver (or dissemination authority 
under approva o a 72-hour continuation of coverage in the situation of a 
threat to life or serious bodily harm), however, NSA cannot share additional information 

leaned from the domestic communication such as 

) Additional communications that only reiterate the already 
ould not be retained or disseminated . 

(U) DOJ/ ODNI BI-MONTHLY OVERSIGHT REVIEWS OF FAA SECTION 702 
ACTIVITY 
(UHFOUO) In addition to the daily oversight of reportable events, the FM Section 702 
Targeting Procedures provide for bi-monthly reviews by the DOJ and ODNI to evaluate 
the implementation of the procedures . The DOJ and ODNI currently review three 
categories of information : 

1. (UHFOUO} Tasking/targeting 
2. (UNFOUO) Disseminat ion of U.S. person information 
3. (UHFOUO) Queries using U.S. person terms as selectors 

(U) Let's examine each of these categories in more depth. 

(U) TARGETING REVIEWS 

(~ For targeting reviews , representatives from the DOJ and ODNI 
wo~th SV and OGC, review every tasking sheet for a two-month 
period in preparation for a bi-monthly onsite review. This includes both new selectors 
and those that NSA has re-targeted after a break in targeting. 

- -----
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ally, the overseers evaluate the documentation cited in 
o assess whether the information .supports NSA's 
he documentation is applicable to the Certification. 

(~ If DOJ and ODNI have questions about the propriety of 
tas~gnness or the targeting analyst's rationale), SV works with the 
targeting analyst to supply any additional information. If NSA isn't able to produce 
sufficient additional information, NSA will likely need to detarget the selector and purge 
any collected data. It's important to mention that a Destruction Waiver would not be 
appropriate to retain data collected on a selector that was not validly target. 

(SHGIIINF) NSA's review includes all selectors targeted as nominations from CIA and 
FBI also. DOJ and ODNI also make separate reviews at CIA and FBI of activities that 
are conducted under FAA Section 702. 

(U) DISSEMINATION REVIEWS 

(S#SY- In addition to targeting, the DOJ and ODNI also review 
NSA d~rial collected under FAA Section 702. The overseers 
evaluate NSA's minimization of U.S. person information and check for appropriate use 
of caveats, such as the IPO caveat. 

makes available all serialized reports based on FAA 
Section an m orms and ODNI of any U.S. person information that's 
disseminated from FAA Section 702 collection through the "U.S. ldents Release" 
process . 

(U) U.S. PERSON QUERY REVIEWS 

roval 
to a 

(TGHGlffNF) The third category covered at each bi-monthly review is NSA's queries of 
collected data using U.S. person identifiers as query terms . Remember-you must 
design all queries to return foreign intelligence information, and you may NOT use U.S. 
person identifiers as query terms in UPSTREAM data. 

___ _ (JSNSlll~ff) At_each_b.i::monthly review,_D_OJ_and ODNI revte_w_metadata queries_using 
U.S. person identifiers, including the articulated foreign intelligence purpose. Remember 
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that content query terms currently require pre-approval from SV and OGC . DOJ and 
ODNI review the documented justification for the pre-approval. 

(U) EMERGENCY DEPARTURES 

(U) Section 1 of the NSA Minimization Procedures notes that if NSA determines it 
must take action in apparent departure from these minimization procedures to protect 
against an immediate threat to human life (such as in the case of force protection or 
hostage situations) , and that it's not feasible to obtain a timely modification of these 
procedures , NSA may take such action immediately . NSA will report the action taken to 
the ODNI and the National Security Division (NSD) of the DOJ. OGC should be 
consulted to ensur~ that any deviation from the procedures is otherwise lawful. 

(U) Here are some examples of where emergency departure from the NSA Minimization 
Procedures might apply if there is an immediate threat to human life: 

(TSn'SIHNF) Emergency situation or not, it is NEVER appropriate to target a selector 
used by a U.S. person in the U.S. under FAA Section 702 or to do anything else in 
violation of the statute. 

(U) SUMMARY 

(UHFOUO) In this lesson we discussed the most common reportable events and how to 
properly report them. We also explored steps for remediation. 

(Ul/FOUO ) You should now be able to: 

• (UNFOUO) Recognize what types of events are reportable through the internal 
and external FAA Section 702 oversight process _________________ _ 

• (U) State what constitutes a compliance incident 
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• (U//FOUO) Summarize the steps that might be required to remediate a 
compliance incident or change in status event 

• (- Summarize the external oversight procedures for FAA 
Section 702 related to targeting, dissemination, and database queries 

(U) KNOWLEDGE CHECKS: 

a. 
b. 
C. 

d. 

a. 
b. 

C. 

d. 

Which of the following is NOT a reportable event or 

) Which of the following is NOT an appropriate remediation 
ent or change in status event? 

(TSHSII/NF) NSA's external overseers perform bi-monthly reviews to assess 
compliance with the following procedures? (check all that apply) 

0 

0 

0 

0 
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